


Table of contents

Here you will find a step-by-step guide explaining how to enable the 2FA on Reloadly Portal for your account. Remember

that you need to enforce the 2FA for any role with access to the Portal and dashboard. The 2FA will be mandatory from
March 13th, 2023, onwards.
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01 Access Reloadly
Portal

1.Enter the portal and sign in to access the
dashboard.

2.Enter the credentials as usual.
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s Two-Factor Authentication (2FA)

Did you know that enabling Two-Factor Authentication
(2FA) can help protect your account from unauthorized
access?

It's easy to set up and only takes a few minutes. Click

Sales Overview by Date
Y below to get started and secure your account now.
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Unprotected account

* Enabling 2FA increasas tha sacurity of your account. Even if somebody guasses your
password, thay won't be able lo occess your account,

* Upon login, you will receive on oddisional prompt snabling you fo scon o GR code

+ Then we will send you a security code via any app such os Google Authenticalor, Authy,
DU or AuthC Guardian
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Unprotected account

* Enabling 2FA increases the security of your account. Even if somebody guesses your
password, they won't be able fo access your account.

* Upon login, you will receive an additional prompt enabling you to scan a QR code

¢ Then we will send you a security code via any app such as Google Authenticator, Authy,

DUO or Auth© Guardian
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‘ 2 Factor Authentication (2FA) Setup IP Whitelist Mobile Verification
Add an IP on your Whitelist
* Enobling 2FA increcses the security of your occount. Ever 1903 YOUr Whien you whitelist your production server IP addresses, it enaures ¥ only thoe obect the security of your account, Ple
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Two-step verification enabled Verify your mobile phone number
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Disable
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Two-step verification enabled successfully. Please log
in ogain.

5. After enabling the 2FA, you read a pop-up
confirming that the action was successful. Click the close
button, and you will be asked to reenter the portal.
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Enable 2FA
. fnu::tft@ralnadly.cam

Multifactor authentication has been enabled on your Reloadly account

6. You will have received an email confirming the Multifactor
authentication activation.




7. Now access again to the portal by signing in
03 Enable the

and entering your account information. |- &

security app
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Login to Reloadly
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Set up your first account

Use the QR code or setup key in your 2FA settings (by

Google or third-party service). If you're having trouble,

go to g.cof2sv

[#] ScanaQR code

Enter a setup key

Stronger security with
Google Authenticator

Get verification codes for all your accounts

using 2-Step Verification
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Login to Reloadly

Login to Reloadly Login to Reloadly

Scan this QR code with Google

Authenticator (or similar) app:
In the event that you need to login without In the event that you need to login without

your device you'll need a recovery code.

Take a note and keep this somewhere safe: Take a note and keep this somewhere safe:

759M - AFF4 - TKDZ - 8MJ8 - ZQEQ - 95JH ‘ 759M - AFF4 - TKDZ - 8MJ8 - ZQEQ - 95JH

[J | have safely recorded this code | have safely recorded this code

9. Enter your passcode, and click on the button to continue. Save the
recovery code safely, where you can recover it if needed, and tick the
check to continue. Remember not to keep your passcode and recovery

code private from everybody.



Enable the security app

10. When these steps are complete, a message informs you that the 2FA is successful.

Then click on “continue,” and you will instantly be redirected to the portal to see the

dashboard.

Login to Reloadly

Login to Reloadly - e e

Congratulations, you are all set.
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We have verified your identity. In the future when logging in you'll want

Redirecting... _
: your device handy.
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Continue




Please, for any further guestions, contact your account
manager or send a request to tickets@reloadly.com



